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/dev/vdals /boot/efi vfat 105M 6.2M 99M 6% A
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nginx inactive
apache2 inactive
postgresql inactive




mysql inactive
redis inactive
docker inactive
fail2ban inactive
ssh active
openclaw-gateway inactive
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root ¢Z SSH &&

grep -1 PermitRootLogin /etc/ssh/sshd_config
2>/dev/null

PermitRootLogin yes
# the setting of "PermitRootlLogin prohibit-
password".

root ¥z ssH ZIol2 7Ha It APYLICH. FAE U 3HS=
root TAQIEI} LEEH AJAHI0| 25| BF EILCH,

sed -1 's/PermitRootLogin yes/PermitRootLogin no/'
/etc/ssh/sshd_config && systemctl restart sshd
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grep -vE 'A#|N$' /etc/security/pwquality.conf
2>/dev/null | head -8

(221 88)

ASIE SEE 0/ME Al B2 A AL80| 518 El0f 2AFE thY 220
#lorgtict,

apt install -y libpam-pwquality
sed -1 's/# minlen = 8/minlen = 12/'
/etc/security/pwquality.conf
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Ay 43
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grep pam_faillock /etc/pam.d/common-auth
2>/dev/null | head -2
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faillock O|&F Al At HAQIE A=7} FHSBILICEH

apt install -y libpam-modules && pam-auth-update
--enable faillock
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PASS_MAX_DAYS 99999 ¥ (90 & *x1})

grep 'APASS_MAX_DAYS' /etc/login.defs 2>/dev/null

PASS_MAX_DAYS 99999

THASIE A/Ch A8 712¢0] U 22 2FIE AFol 71zt o8 & UBL
Ct.

sed -1 's/APASS_MAX_DAYS. */PASS_MAX_DAYS 90/'
/etc/login.defs

[2-1] SUID/ISGID 00 00
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SUID IR 117§ &A

find /usr/bin /usr/sbin /bin /sbin -perm /4000 -
type f 2>/dev/null

/usr/bin/su




/usr/bin/newgrp
/usr/bin/passwd
/usr/bin/pkexec
/usr/bin/gpasswd
/usr/bin/sudo
/usr/bin/chfn
/usr/bin/umount
/usr/bin/mount
/usr/bin/fusermount3
/usr/bin/chsh

SUID L2 ot 450 of8 4= AELICH. 2 Tio BRYS HESHA
2.

[2-2] tbs}ed Atej oo

Bixf 2™ Asie Hig 4o

X7 Haiof ufw status 2>/dev/null | head -2

Az 2} Status: inactive

Al ZiZE Yol 0| 2F Al 2E ZET} 20| =EELIC.

ZK| g ufw --force enable && ufw allow ssh && ufw default
deny incoming

[2-3] SSH ot MH 0ooo

oz M8 7|22t AF2 & (Port 22, MaxAuthTries 6)

Xz maio] grep E 'AMaxAuthTries|APort '
/etc/ssh/sshd_config 2>/dev/null

EEED)

SSH 7|2 ZE(22)% 215 Al H$H0| o™ XtS2t 3H2| F EF2I0|
ELICt.

# /etc/ssh/sshd_config

# MaxAuthTries 3

# Port 22222

[3-2] SSH HEEZA Et%| oo
Bixf 2™ SSH 2701 Ml 6794 2
Az oo grep 'Failed password' /var/log/auth.log
2>/dev/null | wc -1
6794

HIE2XO| SSH Z2QI AMIj=HEETA 2A X S 4 QI&LICTH,

apt install -y fail2ban && systemctl enable --now
fail2ban

SSH HEERZXA ZA TOP IP

2521 178.128.197.202
1662 157.230.99.215
943 46.101.173.204
704 143.198.173.15
704 134.209.177.228
39 188.166.111.63
32 80.94.92.186

21 91.224.92.108
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[SYS] 2026-03-05T13:25:05.910714+09:00 localhost-302405 ollama[795]: time=2026-03-05T13:25:05.910+09:00
level=WARN so
[SYS] 2026-03-05T14:44:04.008528+09:00 localhost-302405 openclaw[26472]: 2026-03-05T05:44:04.008Z [telegram]
tool rep
[SYS] 2026-03-05T14:46:00.252434+09:00 localhost-302405 openclaw[26472]: 2026-03-05T05:46:00.249Z [telegram]
tool rep
[AUTH] 2026-03-05T14:55:50.687431+09:00 localhost-302405 sshd[28730]: Connection closed by invalid user bit
157.230.99
[AUTH] 2026-03-05T14:55:50.886677+09:00 localhost-302405 sshd[28734]: Invalid user perforce from 178.128.197.202
port
[AUTH] 2026-03-05T14:55:53.483159+09:00 localhost-302405 sshd[28734]: Failed password for invalid user perforce
from 1
[AUTH] 2026-03-05T14:55:54.326713+09:00 localhost-302405 sshd[28736]: Invalid user pink from 157.230.99.215 port
36422
[AUTH] 2026-03-05T14:55:54.632875+09:00 localhost-302405 sshd[28734]: Connection closed by invalid user perforce
178.1
[AUTH] 2026-03-05T14:55:56.691608+09:00 localhost-302405 sshd[28736]: Failed password for invalid user pink from
157.2
[AUTH] 2026-03-05T14:55:58.399909+09:00 localhost-302405 sshd[28747]: Invalid user pink from 157.230.99.215 port
33578
[AUTH] 2026-03-05T14:55:58.653074+09:00 localhost-302405 sshd[28738]: Failed password for root from
178.128.197.202 po

[AUTH] 2026-03-05T14:55:59.252847+09:00 localhost-302405 sshd[28736]: Connection closed by invalid user pink
157.230.9

[AUTH] 2026-03-05T14:56:01.899949+09:00 localhost-302405 sshd[28747]: Failed password for invalid user pink from
157.2
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root pts/1 0.0.0.0 Thu Mar 5 09:43 still logged in
root pts/0 0.0.0.0 Thu Mar 5 09:42 still logged in
reboot system boot ©0.0.0.0-generi Thu Mar 5 09:37 still running
root pts/1 0.0.0.0 Wed Mar 4 16:46 - crash (16:51)
root pts/0 0.0.0.0 Wed Mar 4 16:46 - crash (16:51)
reboot system boot 0.0.0.0-generi Wed Mar 4 16:43 still running
root pts/1 0.0.0.0 Wed Mar 4 16:22 - down (00:20)
root pts/0 0.0.0.0 Wed Mar 4 16:22 - down (00:20)
reboot system boot ©0.0.0.0-generi Wed Mar 4 16:22 - 16:43 (00:21)
root pts/0 0.0.0.0 Wed Mar 4 16:09 - down (00:12)
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